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SUSE and SAP partner to drive Innovation cwesUSE S

SUSE Linux is SAP’s Reference

SAP Data Intelligence 0 : :
Development Platform based g 90% of Linux with SAP on

on HEC used by RISE with SAP Rancher Kubernetes Engine Microsoft Azure

300+ Successful SAP
S/4HANA Implementation
Case Studies

80% of SAP HANA 100% of SAP Business One
installations deployments
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SUSE runs SAP S/4HANA — SAP relies on SUSE

< Back to openSAP Podcasts

openSAP

openSAP Podcasts > SAP Experts Podcast > Episode

SAP Experts Podcast

SAP Experts Podcast Episode 47: SUSEs incredible journey to
S/4HANA Cloud - Sebastian Drews, Friedrich Krey

Listen to SUSE CIO Sebastian Drews, Friedrich Krey and Alexander Greb telling the incredible story how SUSE deployed S/4HANA Cloud t9
just 16 months. Guest: Sebastian Drews — CIO, SUSE Friedrich Krey — Director SAP Market EMEA, SUSE
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SAP SE relies on SUSE, also for the SAP HANA
Enterprise Cloud

B0 0 3082

SAP SE

Building on its strong strategic partnership with SUSE, SAP SE is extending its renowned enterprise
software platform into the cloud, making it more easily accessible to both new and existing customers.
SUSE® Linux Enterprise Server for SAP Applications gives the global software company a stable,
secure and highly flexible platform for building, testing, deploying and managing its solutions, helping it
maintain rapid growth in its cloud offerings.

Watch the Success video: SAP SE relies on SUSE - YouTube

Overview

SAP SE is a leading enterprise applications and cloud services company headquartered in Walldorf,
Germany.

Assigned tags

Retagging required

sap on linux

Similar Blog Posts ~

SAP HANA Enterprise Cloud: SUSE
components — SUSE Openstack Cloud

By er Member Mar 26, 2014

SAP HANA, running on SUSE Linux
Enterprise, coming to Azure

By May 17,2016

Technical Training Series from SAP and
SUSE

By F Mar 28, 2014

Related Questions ~~

A problem in SAP B1 Server Tools for SAP
HANA installation

By Aug 13,2014

SAP HANA running on XEN virtual

Marhine

* SAP Experts Podcast Episode 47: SUSEs incredible journey to SAP S/4AHANA Cloud — Sebastian Drews, Friedrich Krey — SAP Experts Podcast

(opensap.info)

* SAP SE relies on SUSE, also for the SAP HANA Enterprise Cloud | SAP Blogs
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https://podcast.opensap.info/sap-experts/2020/11/02/sap-experts-podcast-episode-47-suses-incredible-journey-to-sap-s-4hana-cloud-sebastian-drews-friedrich-krey/
https://podcast.opensap.info/sap-experts/2020/11/02/sap-experts-podcast-episode-47-suses-incredible-journey-to-sap-s-4hana-cloud-sebastian-drews-friedrich-krey/
https://blogs.sap.com/2015/10/09/sap-se-relies-on-suse-also-for-the-sap-hana-enterprise-cloud/

Powering Innovation With Leadership in Linux & Kubernetes

Catalog Storage

Security The platform for managing all Kubernetes distributions Governance
kubernetes SAP RKE N k3s LONGHORN

SAP Data Intelligence on RKE: Datacenter Bk Block Storage
SAP Note 3038897

A}

)|
Other Linux

Compliance m SUSE Linux Enterprise Availability

$92IAIS 1 11oddng

(& L Security The most adaptable Linux operating system Management

SLES for SAP Applications SLE Micro

Note 2235581 SLES for HPC SLE Extensions

SAP HANA on SLESASAP: SAP

SUSE Manager

Hybrid . ‘ 5 Lm
Cloud

Infrastructure

Datacenter Branch
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The leading platform for SAP workloads

SAP S/AHANA SAP Data Intelligence

On-Premises/ Private cloud/ Public cloud/ Hybrid Cloud

m Copyright © SUSE 2022

Platform requirements

Leverage existing investments
from on prem to the cloud

Ensure business continuity and
operation stability

Agility for SAP

Scalability for business growth

cwesuse L.



The leading platform for SAP workloads

SAP S/AHANA SAP Data Intelligence

On-Premises/ Private cloud/ Public cloud/ Hybrid Cloud

m Copyright © SUSE 2022

Platform characteristics

* One Linux platform from on
prem to cloud with SUSE
Technology Blueprint

* High availability and operation
stability

Devops model for SAP

* Elasticity with multicloud
support

cwesuse =L



The leading platform for SAP workloads

Run the project

SAP S/4HANA SAP Data Intelligence

=‘E.§‘E‘E E - SUSE Technology Blueprint
TEET - (STB)
— oo O,

On-Premises/ Private cloud/ Public cloud/ Hybrid Cloud @ SUSE w
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SUSE accelerates the move to SAP S/4HANA on prem/ the cloud

SUSE Technology Blueprint — 7 steps

SAP Endorsed App

Premium Certified

Provision Deploy Operate Optimize Transform Monitor Report

ANSIBLE

SLES with
highest
Security level
cert EAL 4+

- ANSIBLE - ANSIBLE
Version & SP
Update path

New SAPtune3
automation —
TCO reduction

Trento —
- Operations
portal SLES for
SAP

2 tune
SAP
Exporters

Workload 2o
s "‘ : une

ESPOS ESPOS
LTSS LTSS

Copyright © SUSE 2022 ClO-Roundtable: SAP S/4HANA in der Hybrid Cloud Session Catalog - Session Catalog SAP Project Support suse-customer-journey-for-cloud- 8
| IDG Webcast optimized-sap-environment-wp.pdf

(rainfocus.com)



https://reg.rainfocus.com/flow/suse/susecon22/SessionCatalog/page/SessionCatalog?search=sap
https://reg.rainfocus.com/flow/suse/susecon22/SessionCatalog/page/SessionCatalog?search=sap
https://webcast.idg.de/content/cio-roundtable-sap-s4hana-der-hybrid-cloud?utm_source=SUSE-own
https://webcast.idg.de/content/cio-roundtable-sap-s4hana-der-hybrid-cloud?utm_source=SUSE-own
file:///C:%5CUsers%5CFriedrich%2520Krey%5CAppData%5CLocal%5CMicrosoft%5CWindows%5CINetCache%5CContent.Outlook%5CDKLAK9WD%5Csuse-customer-journey-for-cloud-optimized-sap-environment-wp.pdf
file:///C:%5CUsers%5CFriedrich%2520Krey%5CAppData%5CLocal%5CMicrosoft%5CWindows%5CINetCache%5CContent.Outlook%5CDKLAK9WD%5Csuse-customer-journey-for-cloud-optimized-sap-environment-wp.pdf

SAP / SUSE support

Customer
Support
Organization

Integrated in SAP Support Process 24x7 _—»—pupport Request

Leverages SAP Customer Support Network

Quick support by SAP LinuxLab Experts

Work together at a task

SAP Note 1056161 - SUSE Priority Support for

SAP-Applications Partnar

Engineering

Partner
Support
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Trento: Our road ahead

CY21Q4

SAP landscape
discovery and HANA
Cluster config.
compliance

1-line installation; more

than 50 compliance
checks; basic telemetry

m Copyright © SUSE 2022

CY22Q1

Monitoring

integration and initial

multi-cloud coverage

Smart alerting and
monitoring from Trento
Ul; AWS specific
compliance checks

Information is forward looking and subject to change at any time.

CY22Q2 Future
AUtf’"fated Advanced Operations
Remediations and
Log Aggregation

SAP clusters
maintenance/change
management, self-
healing capabilities

Automated actions to
address problems
reported; SAP
specialized log ingestion;
expansion to GCP
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Trento: Safeguard and automate your SAP operations

e Key Capabilities (Ambition)

A Home Pacemaker Cluster details &
D Hoss Pacemaker Clisters > hana. cluste © Uttt 101272021, 3213200 * Automatically discover servers, clusters, systems and full landscapes
Cusermme:  Custortis HANRsytemrepctionmode: i*a"“ . *  Check their configuration against best practices
R : *  Automatically reflect hyperscaler requirements
- . so tmstiots ccramrc o ZV 6 ©  Su rfa‘ce any issues in an easy-to-use welg Ul
" - *  Continuously stay up-to-date with evolving SAP, SUSE and
Stonith types ClBlsstwriter:  HANA systemreplication oeration made hyperscaler recommendations
*  Monitoring of SAP landscape
*  Visualization of complete SAP environment
Stopped resources
Value to customers
Pacemaker Site details
site1 *  Peace of mind that all is setup correctly and running smoothly
- * Audit readiness
O e T * Actionable best practices help customers to quickly implement
e them and adapt systems
.

@ Copyright © SUSE 2022 12




SAP Performance tuning

0061136
0171356
0784391
1275776
1310037
1501701
1514966
1514967
1523337
1793345
1681360
1824819
1855805
1890444
1867783
1888072
1846872
1876398
1944415
1944799
1954788
1943937
1944415
2000003

Hostnames of SAP servers
SAP software on Linux General information
SAP support terms 3rd-party Linux kernel drivers
Preparing SLES for Sap Environments
SUSE LINUX Enterprise Server 11: Installation notes
Single Computing Unit Performance and Sizing
SAP HANA 1.0: Sizing SAP In-Memory Database
SAP HANA: Central Note
SAP In-Memory Database 1.0: Central Note
Sizing for SAP Suite on HANA
Support for SAP Software on Linux / Fusion-10
SAP HANA DB: Recommended OS settings for SLES 11 / SLES for SAP Applications 11 SP2
Recommended SLES 11 packages for HANA support on OS level
Slow HANA system due to CPU power save mode
XFS Data Inconsistency Bug with SLES 11 SP2
SAP HANA DB: Indexserver crash in __strcmp_sse42
"No space left on device" error reported from HANA
Network configuration for System Replication in HANA SP6
Hardware Configuration Guide and Software Installation Guide for SUSE Linux Enterprise Server...
SAP HANA Guidelines for SLES Operating System Installation
SAP HANA DB: Recommended OS settings for SLES 11 / SLES for SAP Applications 11 SP3
Hardware Configuration Check Tool - Central Note
Configuration Guide for Hardware Platforms of SUSE Linux Enterprise Server
FAQ: SAP HANA

@ Copyright © SUSE 2022



SAP Performance tuning — saptune3

MAX_MAP_COUNT
SHMMNI
DIRTY_BYTES
DIRTY_BG_BYTES
TCP_SLOW_START
KSM
NUMA_BALANCING
THP
TMPFS_SIZE_MIN
SHMALL_MIN

@ Copyright © SUSE 2022

‘never' to disable, ‘always' to enable
Disable transparent hugepages
set to 'never'

SAP Note 2131662, 2205917, 2031375

Help Cancel Search

SAPtune SAPtune
¥ Productivity - - - Pattern

o o /etc/sysconfig Editor X
VSZ_TMPFS_PERCENT Current Selection: Productivity/oth = X Window System
SHMALL urrent Selection: Productivity/Other Base Technologies
SHMMAX Setting of: THP Q g™, Base System
SEMMSL p—
SEMMNS never B W B& 2pparmor
SEMORM [ ' 32-Bit Runtime Environment
SEMMNI File: /etc/sysconfig/sapconf
LIMIT_1 [i] E XEN Virtualization Host and tools
LIMIT_2 Service to Restart: sapconf [i]

KVM Virtualization Host and tools

LIMIT_3 Description: L -
LIMIT_4 /sys/kernel/mm/transparent_hugepage/enabled & @My Minimal System (Appliances)
'E:m:;—g Intel x86_64 only, not on Power ppc64 (SAP note 2055470)

E] SAP BusinessOne Server Base

Y4 SAP HANA Server Base

@ . SAP NetWeaver Server Base

B Development

L C/C++ Compiler and Tools

B

< B

) . FIPS 140-2 specific packages
=

Primary Functions

14



SUSE Manager

Installation of SUSE Manager
SUSE Manager

]

0
8\ | SAP/ SAP/ SAP/ SAP/ SAP
Internal’, ‘ e e ( n emJ(a\‘- N
RS A A
/ SUSE Manager I Kubemetes
SLES for SAP

]

2 SUSE | SUSE

NCC

(SUSE Manager )
for Infrastructure Automation @
« Staging Procedure (DEV, Test, PRD)
« CVE Reporting for Security Patches SUSE

% Reporting/Compliance SAP Basis Y

m Copyright © SUSE 2022
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SUSE Linux Enterprise Server for SAP Applications

SAP Cluster Connector

Enhanced Service Pack Overlap Support (ESPOS)

SAP Tooling (saptune, cluster tools)

SAP HANA HA

SAP Cluster Connector | Deployment automation
ressource agents

SAP Monitoring YaST extensions for SAP

SAP content via specific update channel

2}
o
2]
m
=
Q
=
Q
(@]
@
=

High availability Extension

SUSE Linux Enterprise Server Incl. Container

m Copyright © SUSE 2022

SUSE Live Patching
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High availability - Netweaver und HANA

Figure 3.4 Cluster Integration with SAP Control Framework

™ suse Linux Enterprise
High Availability E xtens ion’

SAP HA-S cript SLE-HAE
Connector ' - g Connector’

:
8
;
3
-~

o -
= B ASCS00 on saphalas
'Provided by SAP B Process List
. " Access Points
g : Enqueue Locks
Included in SLES for SAP Applications g Enqueiic Sttt

E8 Log Files
P [ Computer System
D B ERS10 on saphaler
D B D02 on saphald?2

:. SAP Management Console

= |nstance Operating

Instance ERS10 on saphaler

Features: Replicated Enqueue Server
Status:  Running

High Availability Information

Status: Active
Product Version: SUSE Linux Enterprise Server for SAP Applications 12 SP2
SAP Interface Version: SUSE Linux Enterprise Server for SAP Applications 12 SP2 (sap_suse_cluster_connector 3.0.1

Active Node: hacert01

Available Nodes: hacert02 5

@ Copyright © SUSE 2022
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SUSE Linux Enterprise Server for SAP Applications

High availability Extension

w
=
22)
m
=
Q
2
Q
Q
0]
q

m Copyright © SUSE 2022

Enhanced Service Pack Overlap Support (ESPOS)

SAP Tooling (saptune, cluster tools)

SAP HANA HA

SAP Cluster Connector | Deployment automation
ressource agents

SAP Monitoring YaST extensions for SAP
SAP content via specific update channel

. High availability Extension

SUSE Linux Enterprise Server Incl. Container

SUSE Live Patching

19



SAP HANA — High availability

Performance Optimized

node 2

B

node 1

u

resource failover

I::'" =T

HANA PR1 HANA PR1
primary secondary
u u
System
Replication
SIETIILY

Datacenter

Cost Optimized

node 1 node 2
Pace milier
w System Replication EI'y
SAP HANA - AP HANA
PR1 QAS [ PR1 secondary
primary *

]
3

Sys System System

= A

A

Datacenter

Chain

Production Local standby

with data preload

m Copyright © SUSE 2022

Remote standoy sysiem
with ar without pralcad
(mixed usage with non-prod.)
20
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HA

Security
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SUSE Linux Enterprise Server for SAP Applications

SUSE Live Patching

Jaboubyy 3ISNS

m Copyright © SUSE 2022

Enhanced Service Pack Overlap Support (ESPOS)

SAP Tooling (saptune, cluster tools)

SAP HANA HA

SAP Cluster Connector | Deployment automation
ressource agents

SAP Monitoring YaST extensions for SAP

SAP content via specific update channel

High availability Extension

SUSE Linux Enterprise Server Incl. Container
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SAP SUSE Live Patching

SLES

iKernel
:3.12.49—1 11
:Nov-1 1, 2015

!

. CVE-2015-6937
je CVE-2015-7990
. CVE-2015-7872
Il CVE-2015-8812
1« CVE-2016-0774
s CVE-2016-0728
. CVE-2015-8709
te CVE-2015-8660
o CVE-2016-7446
. CVE-2015-8539
1. CVE-2016-2384

1Kernel

13.12.5160.202
'Dec-11, 2015

]

1+ CVE-2015-8812
'. CVE-2016-0774
1. CVE-2016-0728
!« CVE-2015-8709
'. CVE-2015-8660
1« CVE-2016-7446
1+ CVE-2015-8539
!, CVE-2016-2384

)

:Kemel
13.12.51-60.25.1
1Jan-15, 2016

1

'« CVE-2015-8660
'. CVE-2016-7446
1. CVE-2015-8539
1« CVE-2016-2384

;Kernel

13.12.53-60.30.1
:Feb—1 0, 2016

« CVE-2016-2384

Ry

iKemel (current)
13.12.57-60.35.1
IMar-22, 2016
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SAP SUSE Live Patching

SLES for SAP 15

\Kemel ———® Live-Paich

:3.12.49-11.1
iNov-11, 2015
]

|

t. CVE-2015-6937
1. CVE-2015-7990
1. CVE-2015-7872
). CVE-2015-8812
1. CVE-2016-0774
}- CVE-2016-0728
I. CVE-2015-8709
1. CVE-2015-8660
}. CVE-2016-7446
\. CVE-2015-8539
1. CVE-2016-2384

3.12.49-111

# Live-Patch —® Live-Paich

3.12.49-111

iKemel
13.12.51-60.20.2
'Dec-11, 2015

1

|» CVE-2015-8812
l. CVE-2016-0774
1. CVE-2016-0728
1. CVE-2015-8709
I. CVE-2015-8660
1. CVE-2016-7446
1. CVE-2015-8539
|« CVE-2016-2384

» Live-Patch =% Live-Patch

3.12.51-60.20.2

|}
iKernel — ¥ Ljve-Paich

13.12.51-60.251
Wan-15, 2016

|

1. CVE-2015-8660
). CVE-2016-7446
1. CVE-2015-8539
}. CVE-2016-2384

3.12.49-111

3.12.51-60.20.2

3.12.5160.251

\Kernel
:3.12.53—60.30.1
:Feb—1 0, 2016

1
1. CVE-2016-2384

Live-Patch
3.12.49-11 1

Live-Patch
312.51-60.20.2

Live-Patch
312.51-60.251

Live-Patch
3.12.53-60.30.1

:Kemel (current)
13.12.57-60.35.1
:Mar—22, 2016
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SUSE Linux Enterprise Server for SAP Applications
SUSE Manager

Enhanced Service Pack Overlap Support (ESPOS)

SAP Tooling (saptune, cluster tools)

SAP HANA HA

SAP Cluster Connector | Deployment automation
ressource agents

SAP Monitoring YaST extensions for SAP
SAP content via specific update channel

JabpuDK 3SNS
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5
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High availability Extension

SUSE Linux Enterprise Server Incl. Container
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SUSE Manager Audit

Installation of SUSE Manager
SUSE Manager

]

0
8\ | SAP/ SAP/ SAP/ SAP/ SAP
Internal’, ‘ e e ( n emJ(a\‘- N
RS A A
/ SUSE Manager I Kubemetes
SLES for SAP

]

= SUSE | SUSE

NCC

(SUSE Manager )
for Infrastructure Automation @
o Staging Procedure (DEV, Test, PRD)
o CVE Reporting for Security Patches SUSE

% Reporting/Compliance SAP Basis Y
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Strategy for SAP Security SECURITY challenges

*  Windows shows many
vulnerabilities
*  Windows has no “live patching”

SAP S/4HANA SAP S/4HANA * Windows has no “Support
integration”
App server DB server «  Windows not “endorsed App”
OPERATIONS:

* Windows needs a lot patching
work during the year (every 2
weeks)

e 2 Lifecycles to maintain

Microsoft Mgt system

COSTS

* Need of additional licences to
secure windows systems e.g.
windows defender

On-Premises/ Private cloud/ Public cloud/ Hybrid Cloud

EWE  Copyright © sUSE 2022 27




Strategy for SAP Security SAP Endorsed App

Premium Certified

SECURITY build in
SAP S/AHANA SAP S/4HANA - SECURITY Live patching

App server DB server

* SECURITY Disc Remote
encryption

e Confidential computing

e ->address regulated markets
with revisionsafe audit proof for
Datasecurity

* Trento 2.0

e SECURITY hardening

 HANA Firewall

* EAL 4+ cert

On-Premises/ Private cloud/ Public cloud/ Hybrid Cloud

SLES for SAP mit Live Patching

SUSE Manager Audit

C®E o osuse a2 cWe SUSE SAP o 2
Partner




Strategy for SAP cloud transformation

Linux High Availability SAP Automation Security
SUSE Technology Blueprint for S/AHANASUSE HA pacemaker SUSE Trento SUSE Live Patching
with SLES for SAP Applications Live Patching SUSE Manager SUSE EAL 4+ BSI zert

SUSE Manager Audit

| E—1 \:"::"";;" —> '/ e > @‘\' el
— / SUSE Manager i 1
Run SAP
Solutions
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G®e SUSE

Thank you

For more information, contact SUSE at:

+1 800 796 3700 (U.S./Canada)

Maxfeldstrasse 5
90409 Nuremberg

www.suse.com

© 2022 SUSE LLC. All Rights Reserved. SUSE and the
SUSE logo are registered trademarks of SUSE LLC in the
United States and other countries. All third-party
trademarks are the property of their respective
owners.




